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Introduction to Configuration Management and Transportation Management Systems

CHAPTER 1 -
Introduction to Configuration Management and
Transportation Management Systems

What is Configuration Management?

There are two fundamental purposes of configuration management (CM):
1. Establish system integrity
2. Maintain system integrity

To an individual who designs, develops, operates, or maintains complex transportation management
systems (TMSs), the definition of integrity is well understood:

» A system with integrity is one in which all components are well defined and documented.

» A system with integrity is one in which a working baseline is always available to implement and
provide transportation management services.

» A system with integrity is one that can be readily integrated with other regional intelligent
transportation systems (ITS).

» A system with integrity is one with a high degree of traceability — allowing one to easily identify how
system functions are provided technically.

In other words, a system with integrity is one that is available and functional.

Of course, establishing and maintaining system integrity does not just happen — it takes real, sustained
effort. CM describes a series of processes and procedures developed in the information technology
community to establish and maintain system integrity. It is an integral part of the systems engineering
process. While some of the terms used in CM may be unfamiliar to transportation professionals, the core
concepts and practices of CM are not technically complex. Rather, they represent sound practices in
developing and maintaining any system. As you will see in this handbook, CM makes sense for use in
transportation management systems.
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Handbook Purpose

Configuration Management for Transportation Management Systems is intended to provide guidance for
transportation professionals who are either (a) seeking to improve change management in a traffic
management system or regionally integrated intelligent transportation system by introducing formal CM or
(b) using CM currently and require a technical reference to support their activities.

Intended Audience

Configuration Management for Transportation Management Systems is intended to be guidance material
for any individual who is engaged with or responsible for the planning, design, implementation,
management, operation, or maintenance of transportation management systems. The handbook includes
technically detailed information and examples suitable for individuals directly responsible for a CM program
- such as staff engineers, consultants, maintenance personnel, and designers. In addition, the handbook
provides high-level information that is well suited for agency management and policy makers.

The handbook also is intended to support individuals with varying levels of experience and involvement
with CM. First, CM novices can use the handbook to gain an introductory understanding of the CM.
Second, the handbook is intended to support individuals with a range of experience in CM by providing in-
depth information and concrete transportation examples.

How the Handbook Was Developed

Transportation professionals participating in the Transportation Management Center Pooled Fund Study
(TMC PES) program initiated and guided the development of this handbook. The development team, led
by the University of Virginia's Center for Transportation Studies, examined technical literature and
standards in-depth, and interviewed and consulted with transportation professionals experienced with
configuration management. Drafts of the handbook have been carefully reviewed on numerous occasions
by a TMC PFS oversight committee.

1-2
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FUNDAMENTALS OF CONFIGURATION MANAGEMENT

Introduction to CM

“Configuration Management, applied over the life cycle of a system, provides visibility and control of its
performance, functional and physical attributes. Configuration Management verifies that a system performs
as intended, and is identified and documented in sufficient detail to support its projected life cycle...The
Configuration Management process facilitates orderly management of system information and system
changes for such beneficial purposes as to revise capability; improve performance, reliability, or
maintainability; extend life; reduce cost; reduce risk and liability; or correct defects. The relatively minimal
cost of implementing Configuration Management is returned many fold in cost avoidance. The lack of
Configuration Management, or its ineffectual implementation, can be very expensive and sometimes can
have such catastrophic consequences as failure of equipment or loss of life.”

- EIA Standard 649

CM provides a holistic approach for effectively controlling system change. It helps to verify that changes to
subsystems are considered in terms of the entire system, minimizing adverse effects. Changes to the
system are proposed, evaluated, and implemented using a standardized, systematic approach that ensures
consistency. All proposed changes are evaluated in terms of their anticipated impact on the entire system.
CM also verifies that changes are carried out as prescribed and that documentation of items and systems
reflects their true configuration. A complete CM program includes provisions for the storing, tracking, and
updating of all system information on a component, subsystem, and system basis.

Benefits of CM

There are many reasons that personnel involved with TMSs should be interested in CM. As TMSs are
becoming more sophisticated through the addition of new subsystems, integration with other systems, and
overall physical expansion, the need to control the rapid pace of change has become apparent.

One problem that has been discovered as these systems change is that groups within an agency often
work independently of each other, conducting changes without consulting one another and documenting
the changes improperly. If the entire system is to undergo a major change or upgrade, this can present a
significant problem. Contractors or agency personnel often will have to devote significant effort to retracing
the steps taken for minor changes to the system to understand the current status. Doing so obviously
requires major outlays of time and money. CM provides a methodology for identifying, tracking changes to,
updating information on, and verifying the status of all items within a system. This provides TMS managers
with an up-to-date baseline of their system, which is better understood and better prepared for further
change, than a system that does not use CM.

A proper CM program will ensure that documentation (requirements, design, test, and acceptance
documentation) for items is accurate and consistent with the actual physical design of the item. In many
cases, without CM, the documentation exists but is not consistent with the item itself. For this reason,
contractors and agency staff will frequently be forced to develop documentation reflecting the actual status
of the item before they can proceed with a change. This “reverse-engineering” process is wasteful in terms
of human and other resources and can be minimized or eliminated using CM.

1-3
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Some of the other benefits of CM, which hopefully will never be needed, are its provisions for disaster
recovery. Because a CM program should ensure that an accurate, up-to-date baseline of the system exists,
the re-engineering process should be far less costly. Without CM and the associated baselining process,
entire subsystems would require redesign at a much higher cost, and the recovery process would be
greatly lengthened, if even feasible.

Another benefit of CM is that it provides for administration of change decisions with a system-wide
perspective in mind. The configuration control board (CCB) has personnel with various areas of focus and
from various departments within an agency. All proposed changes to the system are considered by the
CCB in terms of the system, not just particular subsystems. Using tracking tools, unapproved changes can
be detected and fixed more easily. As cited by one source for this handbook, CM also makes it easier to
determine contractor error or negligence in making a change because of the tracking capabilities that a
robust CM program and CM tool can provide.

In cases of subsystem or system development, CM allows TMS management to track requirements
throughout the life cycle through acceptance and operations and maintenance. As changes are inevitably
made to the requirements and design, they must be approved and documented, creating an accurate
record of the status of the system. The CM process may be (and ideally should be) applied throughout the
system life cycle.

Brief Introduction to CM Activities and Concepts

This subsection presents a brief introduction to CM activities and concepts. Please note that chapter 3 of
Configuration Management for Transportation Management Systems discusses each of the following CM
processes in detail.

The general CM process is described graphically in figure 1.1. Following this figure, each element of the
process is described, and the benefits of the element are discussed.

1-4



Configuration Management for Transportation Management Systems
L

Introduction to Configuration Management and Transportation Management Systems

Verify consistency of
configuration documentation
against the product

Figure 1.1 - Configuration Management Process

CM Plan

While not shown in figure 1.1, a CM plan is integral to the process. The CM plan is the document that will
guide the CM program of a particular group. Typical contents of a plan include items such as:

Personnel.

Responsibilities.

Resources.

Training requirements.
Administrative meeting guidelines.
Definition of procedures.

Tools/tool use.

Organization configuration item (CI) activities.

Baselining.

Configuration control.
Configuration status accounting.
Naming conventions.

Audits and Reviews.

Subcontractor or vendor CM requirements.
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Plans typically are established at the outset of the CM program and undergo changes as the system
evolves and as areas where the plan can be improved are identified. Contractors, in conjunction with the
particular agency that will be using the CM program, often develop the plans.

The benefit of the CM plan is that it provides a central location for all CM program information. The items
selected for Cl depend upon the scope of the effort. For example, Cl may be constrained to software items
or may be larger and include system level components ranging from software, hardware, firmware,
documentation, and perhaps the CM plan. The plan serves as the primary resource for any questions
pertaining to the CM program. The primary benefit of the plan is that it clearly outlines how the CM program
is to be executed and will leave as little room for ambiguity as possible.

Configuration Identification

Configuration identification is the process of documenting and labeling the items in the system. Depending
on the scale of the particular CM program, this simply may involve software versions or, in the case of a
large program, all hardware, software, documentation, and the CM plan itself. The goal of configuration
identification is to provide a unique identifier for each item to help track the changes to that item and to be
able to understand its place in the system. Often, identification involves recording the identifier,
maintenance history, relevant documents and other information that will simplify the change process in the
future.

The benefits of configuration identification are to provide a means of unique identification of system
components to support traceability and change management processes. Proper identification minimizes
confusion over various versions of configuration items and facilitates the change control process by
allowing items to be more easily tracked as they undergo change.

Change Control
Change control is the process of assessing the impact of a possible change to a system, determining the

fate of the proposed change, executing the approved changes, and ensuring that the change is carried
through to the proper documentation. Usually, a change is proposed by someone who is working with the
particular part of the system that will be changed. Change requests are submitted to the relevant
administrative body for review. This body is normally referred to as a change control board (CCB). The
CCB will review the proposed change, determine its effect on the overall system and decide whether or not
to proceed with it. An important part of change control is ensuring that the change itself is documented and
that the relevant configuration item’s (CI) documentation now reflects that change.

The primary benefit of an effective change control procedure is that proposed changes are evaluated in
terms of their impact on the entire system. Change control allows the changes to be reviewed by personnel
with a variety of interests and areas of specialty. This minimizes the negative impacts of changes on other
components of the system. Change control also ensures that the changes are properly implemented and
within schedule and cost constraints.

Configuration Status Accounting

Configuration status accounting (CSA) is the process of ensuring that all of the relevant information about
an item — documentation and change history — is up to date and as detailed as necessary. A primary goal
of CSAis to repose Cl information necessary to support existing and future change control efforts. A typical
CSA system involves establishing and maintaining documentation for the entire life cycle of an object.
Status Accounting is ideally carried out in conjunction with change control.
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The primary benefit of CSA is that it provides a methodology for updating all relevant documentation to
ensure that the most current configuration is reflected in the configuration identification database. CSA
accounts for the current status of all proposed and approved changes. The goal of CSA is to provide
decision makers with the most up-to-date information possible. Having the most recent information about a
Cl or changes implemented for a CI helps to reduce research efforts in future change control activities
whether implementing a new change or rolling back a change that had a negative or unexpected impact.

Configuration Audits

Configuration verification and audit is the process of analyzing configuration items and their respective
documentation to ensure that the documentation reflects the current situation. Essentially, while change
control ensures that change is being carried out in adherence with the CM plan, configuration audits ensure
that the change was appropriately carried out. The most important goal of this process is to prevent lost
time on future changes due to inaccurate documentation. If discrepancies are located between the
documentation and the item, the personnel carrying out the audit will prescribe a course of action for
remedying the problem.

The most important benefits of configuration audits are that they verify that changes were carried out as
approved by the relevant administrative body and that documentation about an item reflects the current
configuration. By ensuring that changes are properly executed and all documentation is updated,
configuration audits will facilitate future changes to the system.

1-7
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RESOURCES

A number of resources that support configuration management programs are available to transportation
professionals. This section describes key resources that supplement this report. Furthermore, a
comprehensive bibliography on the topic of configuration management is included in appendix B, which
allows readers to locate more specific resources.

This handbook was written to supplement the “general” configuration management standard, EIA 649, from
a transportation perspective. This standard is introduced below. Furthermore, the Military Handbook,
Configuration Management Guidance (MIL-HDBK-61), also provides an excellent general overview of the
configuration management process.

Companion Document - EIA Standard 649

As stated earlier, the processes and procedures of CM have been developing in the information technology
community for many years. Therefore, this handbook makes use of a standard developed and refined in
this industry — the Electronic Industries Alliance (EIA) Standard 649 National Consensus Standard for
Configuration Management (ANSI/EIA-649/-1998) — which will be referred to from this point forward as
EIA 649. EIA 649 is the definitive standard for CM and provides an excellent introduction to the
fundamentals of CM. This standard describes all of the important components of a CM program with
guidelines and benefits of each. Thus, this handbook does not attempt to restate or modify EIA 649.
Rather, it refers to sections of EIA 649 where appropriate and then relates the material directly to
transportation management systems.

Readers seeking detailed technical information are highly recommended to obtain a copy of EIA 649. At the
time this handbook was printed, the standard could be obtained from EIA on line (www.eia.org) for a price
of $92. Those seeking general information regarding CM also are advised to obtain a copy of EIA 649;
however, it is not absolutely necessary.

A brief description and summary of EIA 649 is presented in appendix A.

Transportation-Specific Resources
Besides this handbook, other transportation specific resources exist. These are summarized below.

P A Guide to Configuration Management for Intelligent Transportation Systems (FHWA-OP-02-048),
published by the Federal Highway Administration, provides a high-level introduction to configuration
management from a transportation perspective, and it serves as a sound introductory resource for
individuals seeking to learn about configuration management.

P Configuration Management for Transportation Management Systems supplementary materials
have been developed to support this handbook. These materials include a condensed “Primer,” a 30-
minute annotated presentation, a fact-sheet, and tri-fold brochure. These documents are especially
well-suited to providing a general overview of the role and benefits of configuration management in a
transportation management system application.

P National Highway Institute Course on Configuration Management has been developed to provide
training tailored for transportation professionals.

1-8
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HOW TO USE THIS HANDBOOK

Itis intended that users of this handbook will be able either (a) to read it in its entirety as a comprehensive
introduction to CM and its application in transportation management systems or (b) to use the handbook for
ongoing support of a CM program by referring to individual sections on a stand-alone basis. Each chapter
is structured in the same basic format. First, a general description and discussion of the chapter topic is
presented. Next, specific guidance is presented concerning the application of the chapter’s topic to
transportation management systems. Lastly, detailed examples of the chapter’s topic as used in existing
transportation management systems are provided.

This handbook is structured in three key sections, as follows.

Section 1 - General Introduction to CM & Transportation Management Systems

This section provides general information describing CM and presents an overview of the current practices
in CM and transportation management systems. As such, this section is well suited as an introduction to
those new to this area or management personnel. The following chapters form section 1.

Chapter 1. Introduction
Chapter 2. Configuration Management and Transportation Management Systems — Current
Practices

Section 2 — Technical Guidance — CM & Transportation Management Systems

This section provides detailed information on how to implement CM in transportation management systems.
Itis intended for a technical audience of individuals who are responsible for implementing a CM program.
The following chapters form section 2.

Chapter 3. Configuration Management Processes
Chapter 4. Configuration Management Plan
Chapter 5. Configuration Management Baselines

Section 3 — Guidance for Implementing a CM Program

The purpose of this section is to provide guidance to help transportation professionals implement or
improve a CM program to support a transportation management system. This section goes beyond the
technical details of CM to consider such issues as resources required to sustain a CM program, tools
available to support CM, and so forth. This chapter provides material appropriate for both technical
personnel and management to consider in framing an agency’s program. The following chapters form
section 3.

Chapter 6. Configuration Management Program — Making it Work in Your Agency
Chapter 7. Configuration Management and the System Life Cycle

Chapter 8. Configuration Management Tools

Chapter 9. Resources to Support Configuration Management Programs

19
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Finally, the handbook concludes in chapter 10 with a presentation and discussion of nine guiding principles
for CM and transportation management systems.

Usage Scenarios

As stated earlier, this handbook is intended to serve individuals with a variety of backgrounds and goals.
Table 1.1 provides guidance for particular “types” of users.

Table 1.1 - Handbook Usage Recommendations

User Type Recommended Use of Handbook
CM Novice Section 1 - thorough reading
Technical responsibilities Section 2 - thorough reading
Section 3 — focus on chapter 8 & 9
Chapter 10
CM Novice Section 1 - thorough reading
Administrative responsibilities Section 3 - thorough reading
Chapter 10
CM Experienced Section 2 - as needed
Technical responsibilities Section 3 - as needed
Chapter 10
CM Experienced Section 1 — especially chapter 2
Administrative responsibilities Section 3 — as needed
Chapter 10

1-10
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CHAPTER 2 -
Configuration Management and Transportation
Management Systems — Current Practices

O}
O

O

INTRODUCTION

Given the important role of CM in a complex system, it is important to understand how it is currently being
used for transportation management systems. A survey was conducted in the spring of 2000 to gauge the
use of CM by transportation agencies in the United States. Of the 38 responses the most striking result was
that 62 percent of freeway management systems use CM, and only 27 percent of signal systems use CM.
These results indicate a need to educate the TMS community about CM in order to realize a significant
commitment to this valuable resource-saving activity. The survey also revealed that many of the complex
TMSs in this country are not using a formal change control process. As stated in chapter 1, the lack of
formal change control processes calls into question the very integrity of many of these systems.

This chapter details the results of the survey. The results are presented in terms of the primary survey
sections: TMS characteristics, CM plan, CM process, CM organizational issues, benefits/costs of CM, and
testimonials. Please note that this survey was originally conducted for an NCHRP Synthesis project. The
full results of this project are published in NCHRP Synthesis 294 (2001).

SURVEY RESULTS

TMS Characteristics

The first section of the survey intended to gauge the size and extent of the responding agency’s TMS(s).
Such information provided the background needed to identify trends in the use of CM.

The first question of the survey asked about the core functions provided by the TMS. Respondents were to
check all that applied, and if a particular agency performed more than one function, then the sample size
would increase accordingly. Counting each function independently increased the sample size from 38 to
42. The resulting functional descriptions of the systems were as follows: 20 freeway management systems
(FMS), 15 traffic signal control systems (TSCS), 2 automatic toll collection systems (ATCS), and 5 tunnel
control systems (TCS). Figure 2.1 illustrates the percentage share of the functional classes of systems.
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B Freeway Management System
B Traffic Signal System
O Automatic Toll Collection

System
B Tunnel Control System

Figure 2.1 - Functional Classes of Systems

Respondents also were asked to provide information concerning the size of their system(s). This
information was provided in terms of the number of signalized intersections, the lane miles of coverage, the
number of CCTV cameras, and the number of variable message signs depending on the functional class of
the system. They also were asked about the number and type of detectors, the number of ramp meters, the
number of lane control signals, the number of road weather sensors, and the number of toll tag readers.
The purpose of these questions was not to collect large quantities of data describing system size, but rather
to provide a “check” to ensure the responses regarding CM were not skewed towards one particular size or
type of system. A review of the responses indicated that the survey achieved a representative sample of
the range of system classes and sizes throughout the country.

A key finding of the survey was that a relatively low percentage of TMSs use CM. What was particularly
notable is that only 27 percent of signal control systems reported using CM. Table 2.1 illustrates the use of
CM according to the function of the TMS. For the purposes of this table, automatic toll collection systems
and tunnel control systems were grouped with freeway management systems.

Table 2.1 — Use of CM by System Classification

Traffic Signal|[Freeway
Control Management
Systems Systems

Percentage of
Systems Using 27% 62%
CM
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Another clear trend in the survey responses is that the likelihood of a TMS using CM is dependent on the
size of the system. Larger systems are more likely to utilize CM, as seen in figure 2.2.

80
70
60
50
40-
30-

Percent that use
CM

20+
10

Small (1-99 lane-miles) Medium (100-499 lane-miles) Large (500+ lane-miles)
Size of Freeway Management System

Figure 2.2 - CM Use by System Size

Transportation agencies have used different types of core system software in TMSs. The software can be
classified as custom developed software, for which the agency either does or does not own the source
code, or the software can be classified as off-the-shelf and is typically purchased from a vendor. Fourteen
of the departments use custom software for which the agency owns the source code, and ten of the
departments use custom software for which the agency does not own the source code. Eleven of the
agencies use an off-the-shelf software package purchased from a vendor. Figure 2.3 illustrates the
distribution of software types.

@ Custom Software - Agency owns
source

B Custom Software - Agency doesn't
own source

O Off-the-Shelf Package

@ Other

Figure 2.3 - Core System Software
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Most of the core TMS software was purchased in the 1990s. To quantify the size of the software systems,
the average size of the survey responses is 264,000 lines of code and 94 megabytes of executable code.
Finally, it is interesting to note in figure 2.4 that agencies are much more likely to use CM if their system
uses custom software. This likely reflects the fact that changes to a custom system are more likely (and
feasible) in a custom system built specifically for the agency’s requirements. Furthermore, this also reflects
the wider use of CM in freeway management systems. Of the 11 off-the-shelf systems identified in figure
2.3, 8 are signal control systems, which is consistent with the finding that only 27 percent of signal control
systems use CM.

Oa) Custom Software - Agency
owns source

Eb) Custom Software - Agency
doesn't own source

B c) Off-the-Shelf Package

Oa&b
8 Oa&c
Bb&c

@ Other

Figure 2.4 - Use of CM Based on Software Class
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CM Plan

Given the size and cost of the TMSs being operated in this country, many transportation agencies have
realized the need to institute formal CM to control changes in the systems. However, many transportation
agencies have not become aware of this need until after the development phase of a system, when system
operation and maintenance begins. This is particularly evident in the general lack of formal CM plans in
TMSs. As seen in figure 2.5, of the 15 agencies that use CM, only 4 have a formal CM plan.

B Formal Configuration
Management Plan

B No Formal Plan

Figure 2.5 - Percent of Agencies Using CM that Have a Formal CM Plan

The four agencies that do possess a formal plan report that the plan is very important in ensuring an
effective CM process. On a scale of 0 to 10 (10 being highly effective and 0 being completely ineffective),
the importance of the plan on the effectiveness of the CM process received an average rating of 7.25. Yet
not one of these agencies required system contractors to deliver a CM plan in its request for proposals for
the initial system, which reveals a potential disconnect between the development and
operations/maintenance phases of TMSs.

CM plans can address several different areas, including, but not limited to CM organization, CM
responsibilities, CM training, configuration identification, change control, configuration status accounting,
and configuration auditing. The regions and their plans’ respective elements are illustrated in table 2.2.
Note that all plans address organization and configuration control, but only half of the plans address
training, accounting, or auditing.
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Table 2.2 — Elements of CM Plans

CM CM CM Configuration Change Status Configuration
Region Organization Responsibilities Training Identification Control Accounting  Auditing
Miami X X
Los Angeles |X X X
Charlotte  |X X
Georgia X X X X

The agencies used many resources in the development of their respective CM plans. These resources
included, but were not limited to: IEEE Standards, Software Engineering Institute, DOD Standards, and
sample CM plans. Table 2.3 shows the resources used by each region.

Table 2.3 - CM Plan Resources

IEEE Software DOD Sample
Region Standards :Enr;ggiltrll?:rmg Standards CM Plans
Miami X X
Los Angeles X X
Charlotte
Georgia X X X

Both agency staff and consultants contributed to the creation of the CM plans. To provide some context in
terms of the resources required to develop the plans, Miami reported spending 800 hours on its plan, while
Georgia Department of Transportation (GDOT) spent over twice that amount of time. (The Georgia system,
however, covers not only the City of Atlanta, but also 5 surrounding counties and the Metropolitan Atlanta
Rapid Transit Authority (MARTA) for a coverage of more than 220 freeway miles). In terms of funds, Los
Angeles invested $80,000 in its plan, while Georgia invested $193,000.

For more information on configuration

management planning, see chapter 4.
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CM Process

The next section of the survey dealt with issues related to the CM process used by the transportation
agencies. One of the first issues addressed was the type of tools used by agencies to support their CM
processes. Figure 2.6 illustrates the tools used by transportation agencies and their relative frequency of
use. It should be noted that the three respondents who reported Excel as their CM tool have used this
spreadsheet package as a simple means to document configuration items. It does not provide the full
functionality that the other tools include.

ONo Tool
E Excel
BCVS

20| DOHarvest

BRCS

B Other

Figure 2.6 - CM Tools Used by Agencies

For more information on configuration

management tools, see chapter 8.

The survey results reveal that at different stages of the TMSs life cycle, different organizations (the
transportation agency, the agency’s consultant, or the agency’s contractor) led the CM process, as seenin
figures 2.7, 2.8, 2.9, and 2.10. While the transportation agency is most likely to lead the CM process during
the planning, operations, and maintenance phases, a consultant is usually responsible for CM during the
design and development phases. Furthermore, some agencies preferred to use the system’s contractor
during the design and development phases. These facts illustrate a key challenge in TMS CM —
coordinating multiple parties’ involvement in CM throughout the life of the system.
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B Transportation Agency

@ Consultant

B Contractor

O Transportation Agency &
Consultant

Figure 2.7 - Lead Organization During Planning Phase

B Transportation Agency

@ Consultant

B Contractor

Figure 2.8 — Lead Organization During Design Phase
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Bl Transportation Agency

@ Consultant

B Contractor

O Transportation Agency and
Consultant

Figure 2.9 - Lead Organization During Development Phase

Bl Transportation Agency

® Consultant

B Contractor

Figure 2.10 — Lead Organization During Operations & Maintenance Phase
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For more information on configuration
management and the system life cycle, see

chapter 7.

Traditionally, CM is linked to managing change in software development. Hence, the largest number of
transportation agencies used CM with the software elements of their TMSs. As seen in figure 2.11,
however, many of the agencies also used CM to manage change in the following subsections of their
TMSs: computer hardware, field equipment, databases, and communication systems.
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Figure 2.11 — Subsystems Covered by CM

The CM process generally consists of the following basic activities: configuration identification, change
control, and status accounting and auditing. Some departments surveyed included all of these activities,
while others included just a few. Figure 2.12 illustrates which activities were most frequently included in CM
processes. Note that the totals in this figure are out of the 19 respondents that indicated they use some sort
of formal CM process.
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Figure 2.12 — Agencies Including CM Elements

For more information on configuration

management processes, see chapter 3.

CM Organizational Issues

As seen in figures 2.7 — 2.10, transportation agencies are centrally involved in CM through all phases of
TMSs'’ life cycles. Even during the phases in which agencies generally choose to utilize a consultant or
contractor for CM support, the agency remains ultimately responsible for changes in the system. This
section of the survey addressed two key organizational issues, the use of change control boards and
training.

Eight of the agencies surveyed used formal change control boards to oversee CM activities. The boards
ranged from 1 to 16 people, with an average of 5 people. Most boards met a couple of times a month and
also during any emergency situations.

A surprising finding from the survey is that only 7 out of 29 (24 percent) of the individuals responsible for
CM had actually received formal training in the area. Those that did receive training most often obtained it
in a short-course format. This finding points to the need to provide better CM training opportunities to
support the transportation engineering community.

Detailed information about change control

boards may be found in the change control
section of chapter 3.
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Benefits/Costs of CM

Most of the agencies responding to the survey reported that the benefits gained from CM were well worth
the costs required. Table 2.4 presents the average survey rating for a series of CM benefits. The ratings
were on a scale of 0 to 10, with O representing no benefit and 10 representing the highest level of benefit.
Note that according to the survey responses, the largest benefits of CM are seen in the ability to maintain
systems and in improved system reliability.

Table 2.4 — Average Benefits Ratings for CM (Scale: 0 - 10)

System System Ability to Ability to Expand  Ability to Share Ability to Integrate

Reliability ~ Maintainability ~ Upgrade System Information with with Other Systems
System Other Systems

7.8 8.3 7.5 7.4 5.8 5.7

Survey respondents also rated various CM costs on a scale of 0 to 10, with 10 being the highest cost and 0
being no cost at all. An important result in this section of the survey is that none of the cost categories
received an average score greater than 4.1 out of 10, which indicates that most of the agencies using CM
find the costs associated with it to be reasonable. The areas that require the greatest levels of resources
are agency personnel time requirements and consultant contract costs. The complete results are displayed
in table 2.5.

Table 2.5 — Average Cost Ratings for CM (Scale 0 - 10)

Agency Personnel  Consultant CM Tool Training Lost Productivity due to CM
Time Requirements Contract Costs License Fee Costs Overhead
39 4.1 1.9 2.8 2.4

Finally, when asked to rate if the overall benefits of CM were well worth the costs, on a scale of 0 to 10
(with 10 being complete agreement, and 0 being complete disagreement), 77 percent of the agencies gave
a rating of 7 or higher. Again, this strongly indicates that of the relatively small percentage of agencies
using CM, the experience has been positive.

CM Benefit Testimonials

Some of the most important information gathered from the survey process can be found in the testimonials
of agency personnel on their experiences with CM. Most of the individuals were strong supporters of CM as
evident in the following statements.

With almost 20 years experience in the design, implementation, modification and expansion of our
system, the benefits of quickly being able to recover from problems by returning to an earlier
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working state are enormous. Our system has been very dynamic, and there is always some area
where we are working on an improvement or upgrade, while still actively managing traffic.

As in any large, complex system, CM can provide a constant understanding of the current state of
the system.... The key factor in CM is having a central repository of information for reference as
personnel changes occur over the life of the system. It also is a great aid in maintaining the system
when items are replaced for repair. Technicians should have ready access to configuration data
when installing or re-installing standard system components.

A formal, documented configuration control process can save operational costs over the life of the
contract and mitigate the impact of personnel and equipment changes.

Finally, a number of excellent insights into the challenges of instituting CM in a TMSs organization were
offered by the Georgia Department of Transportation:

» User acceptance is slow - people have to become convinced of the importance of CM over
time.

« Development and implementation of CM requires a significant investment in both human
resources and capital.

* CM must be implemented as early as practical in the development of the system and continued
throughout the system’s life cycle.

» There is a delicate balance between the time spent on CM and the rewards to be gained.
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CHAPTER 3 -
Configuration Management Processes

INTRODUCTION

This chapter provides detailed information on how to “do” configuration management. It covers the major
components of the formal CM process including:

* CM planning.

« Configuration identification.

» Change control.

» Configuration status accounting.

» Configuration audits.

In each section, EIA 649 is used to explain the particular CM process. This is followed by implementation
guidance designed to help transportation professionals apply EIA 649 principles to TMSs. Finally,
examples of effective current CM transportation practices are described.
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CONFIGURATION MANAGEMENT PLANNING

One of the most important processes involved in the CM program is CM planning. Because the plan
serves as the foundation for all other CM activities, it is essential that the plan receive significant thought
and effort.

The CM plan typically addresses all items concerning the CM program, including:
* Personnel.
* Administrative bodies.
* Activities.
* Items under CM.
* Policies.

*  CM tool descriptions.

Because of the critical importance of CM planning, an entire chapter (chapter 4) in this handbook has been
devoted to the topic.

For more information on configuration

management planning, see chapter 4.
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CONFIGURATION IDENTIFICATION

Configuration identification refers to the activities and processes dedicated to creating and maintaining full
documentation describing configuration items. A Cl may be defined as anything that has a function in the
TMS. Therefore, system components classified in the broad categories of software, cabling, and hardware
are considered as configuration items, in addition to system requirement and design documentation.
Configuration identification includes processes such as item naming, drawing and document management,
information management and baselining. Configuration identification is the first and possibly most time-
consuming process in CM, and if done correctly, will result in significant long-term benefits.
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EIA STANDARD 649 DEFINITION

“Configuration identification is the basis from which the configuration of [items] are defined
and verified; [items] and documents are labeled; changes are managed; and accountability

IS maintained”

As stated in EIA 649, the purpose of configuration identification is to document each item in such a way that
its operation, functionality, capabilities, and configuration are fully described. Also, specific to hardware, it
is important to document location, maintenance, and warranty information.

After determining what information about each item needs to be documented, the next step of configuration
identification is to determine the overall structure of the documentation system. EIA 649 recommends that
the CM manager begin documentation at high levels of functionality, which is usually a system of items,
then document each item in that system, and continue until the lowest levels of functionality are
documented. A simple example of this is to consider a variable message sign system. The system has a
high level of functionality. After its information is documented, then the signs, software, and other hardware
that are integral to the system should be documented as well.

Another step of configuration identification is configuration item identification, which defines how the items
should be named. Obviously, the naming system should be consistent, and it should allow users of the
system simple access to the documentation about each item. Some DOTSs have come up with a system for
naming that is independent of many standards. Georgia DOT, for example, has a system in which all items
have the same prefix, followed by a number that identifies the item as a document, software, hardware, and
so forth, which is then followed by a unique number from 1-999. The system'’s simple nomenclature serves
the state’s needs according to the CM manager.
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IMPLEMENTATION GUIDANCE

X

There are many important points to consider when developing a system for configuration identification.
Successfully implementing such a system is essential to serve as a foundation to support system
maintenance and change control. System managers may want to develop their own identification systems
based on the needs of their personnel and the complexities of the involved systems. One of the
professionals who was interviewed during the development of this report stated that there is no such thing
as too much information for a configuration item. All of the information may be useful at some point during
the system'’s life cycle, but limited memory or limited time available for data entry may place restrictions on
this approach. It therefore becomes necessary for the CM manager to determine what information is
critical for an agency’s daily operation.

Level of Configuration Identification — Software

Software configuration management can best be considered in two broad categories: custom and
commercial-off-the-shelf (COTS). Custom software refers to applications developed specifically for a TMS.
In this case, generally the TMS receives both source code and executable code corresponding to the
application. Source code is the English “readable” code statements, written by programmers and stored in
individual files. This is the original composition of software before compilation into object code, also known
as executable code, which drives or runs a particular application in a computer system. The executable
code is the complete program, which is intended to run on an agency’s computer. COTS software, on the
other hand, is generally only provided to an agency in executable form. In this case, the software is used
by many organizations, and the TMS simply maintains a license allowing their use.

For both custom and COTS software, the information items to include in configuration identification are
similar. These items include:

* ltem’s unique identifier.

» Storage location.

* Required hardware and operating system.
» Associated directories and libraries.

» Version number.

» Updates.
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The level of detail, however, is different between COTS and custom software. For COTS software
transportation agencies usually record the above information for an entire functional application, because
the agency generally cannot change one portion of the application. Changes are restricted generally to
updates and new versions of the COTS software. For custom software an agency establish and document
configuration items down to the level of software modules because custom software allows the user to
modify a single module within the application.

Level of Configuration Identification — Hardware

When establishing and maintaining configuration identification for hardware elements of a TMS, it is
important to consider at what level the hardware items will be controlled. Suggested levels for hardware
documentation are listed and described in figure 3.1. A DOT’s identification requirements may vary
depending on such things as its ability to maintain items, expected growth, and functionality. As stated in A
Guide to Configuration Management for Intelligent Transportation Systems, the parts, subassembly,
assembly, and unit levels of configuration control are the only ones appropriate to managing an ITS
system. If an agency plans on recording the model number of an item, it would be controlling at the
assembly level. At this level when the item falils, it is replaced. At the subassembly and parts levels, the
item is tested to see what part of it failed, and then that part or parts is fixed. At the unit level an entire
functional group is treated as the same item. Although this would require a lot less information to be
stored, replacing an entire traffic signal cabinet when one item fails is clearly unreasonable. The majority of
states surveyed control their configuration at the assembly level, since most of their system components
are purchased from third parties. It is therefore suggested that agencies use the assembly level to achieve
hardware configuration identification.
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Levels of Control

» Part- one piece (or two or more joined together pieces) not normally subject to
disassembly without destroying or impairing the part's designated use. Example: a
processor chip.

»  Subassembly — two or more parts that form a portion of an assembly or a unit
replaceable as a whole, but having a part or parts that are individually replaceable.
Example: a printed circuit board.

» Assembly — a number of parts or subassemblies (or any combination thereof) joined
together to perform a specific function. Example: a traffic signal controller.

e Unit—an assembly or any combination of parts, subassemblies, and assemblies
mounted together, normally capable of independent operation in a variety of
situations. Example: a traffic signal controller cabinet.

» Group - a collection of units, assemblies, or subassemblies that is a subdivision of a
set or system, but is not capable of performing a complete operational function.
Example: time-based coordinated system.

e Set-aunit or units and necessary assemblies, subassemblies, and parts connected
or associated together to perform an operational function. Example: closed-loop
system.

»  Subsystem — a combination of sets, groups, and so on that perform an operational
function within, and are a major division of, a system. Example: regional automated
traffic control subsystem.

e System - a combination of parts, assemblies, and so on, joined together to perform
an operational function or functions. Example: an automated traffic system.

Figure 3.1 - Levels of Hardware Configuration Identification

* “A Guide to Configuration Management for Intelligent Transportation Systems” , Mitretek — 04/2000 (p. 5)

Tool Use

The complexities of keeping detailed records for all of the Cls raise the issue of tool use for configuration
identification. Many transportation agencies utilize software tools that are designed specifically for CM to
manage their Cls. For identification purposes, these programs usually include large databases in which the
information about the configuration items may be stored and modified. Other organizations, with less
complex CM programs, use relatively simple spreadsheets to keep track of their Cls. As system complexity
increases and the number of Cls increases, the need for a robust CM tool emerges.
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For more information on configuration
management tools, see chapter 8.

Baselining

A baseline consists of all documentation on items that are under change control, the items themselves, and
all approved changes that are being made to the system. The importance of establishing baselines cannot
be emphasized enough when discussing configuration identification. Because of the frequent changes that
occur to a TMS, it is important that hardware, software, and documentation are regularly baselined, using a
standardized procedure to identify all of the changes that have taken place.

According to agencies that provided information for this report, baselining saves tremendous amounts of
time because it tends to minimize redundancy and the need to retrace steps. Baselining is essential in
software development environments. Many agencies have systems that allow software developers to
“check out” versions of the object code for enhancements. Instead of being checked back in with the same
identification, it receives new identification and is considered the new baseline for this piece of software. A
CM manager or committee should approve the new version before it receives its unique identifier and
becomes the new baseline.

Chapter 5 is dedicated to the topic of baselining.

Consistency

In order to ensure effective configuration identification, consistency should be a primary concern. Specific
persons or committees should be responsible for determining Cls and the information that is to be
recorded. Proceeding in this manner means that standardized formats are used for identification and the
end users has a consistent format with which to work. Having a person or persons in charge of
configuration identification activities who consistently collects accurate information helps to provide the
traceability of the decision-making process to the actual configuration. This allows the organization to know
the rationale behind decisions so that one person or group does not make changes that conflict with
another.
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M Vv Implementation Guidance Summary

A CM manager should determine the agency'’s level of configuration identification (part,
subassembly, assembly, unit, group, set, subsystem, system) based on the complexity
of its system and the anticipated frequency of change.

A tool, which can be anything from an extensive database to a spreadsheet, is the best
way to keep track of configuration item information.

For software, a tool that allows code to be checked in and out is essential to
maintaining system integrity.

Having a centralized authority, which determines configuration items and the necessary
information to collect on each leads to a more standardized and accountable system.

39



Configuration Management for Transportation Management Systems
e —

Configuration Management Processes

BEST TRANSPORTATION PRACTICES

This section presents a number of examples of configuration identification practices employed by
transportation agencies.

Configuration Item Determination

Cl determination is the first step of CM after the development of the plan. Itis how a transportation agency
determines what is going to be included in its change control and what is going to be left out of its
baselining procedures. The first step that CM managers use in Cl determination is the statement of
purpose of the CM program from the DOT or agency that created the system.

Maryland CHART Il System

The Maryland Coordinated Highways Action Response Team (CHART) Il plan states, “the goal in selecting
Cls is to provide meaningful management visibility and tracking.” The plan also details the need for
determining the overall structure of the system in order to determine the correct level of configuration
identification. The plan states, “defining configuration identification at too low a level results in over-control
of system development and overly complex and costly CM. On the other hand, identifying Cls at too high a
level reduces management visibility into the project and can make progress difficult to control, manage, and
verify.”

After giving a general description of how to determine a Cl, the plan goes on to detail the five major
categories of Cls. Since the CM system only covers the software used in the CHART system, all items are
categories of software, documentation, or related hardware (workstations, servers, etc.), but not hardware
that is deployed in the field.

Richmond, VA Smart Traffic Center

The Richmond Smart Traffic Center (STC) CM plan takes a more comprehensive approach than does the
Maryland CHART Il plan. Instead of giving a guideline and then a general outline of the items that should
be included under change control, the Richmond STC plan includes an appendix that “identifies the
baseline software, firmware, documentation, and hardware that will be the responsibility of the CCB”.
Included as an appendix, this section lists all the Cls by name. Although the CCB has the authority to add
new Cls to the list, it appears to be exhaustive and attempts to list all the items to be placed under baseline
control. The following list is from an appendix included in the Richmond plan, which details all
documentation under change control:

3-10



Configuration Management for Transportation Management Systems
L

Configuration Management Processes

Documents Subject to Configuration Management Controls

System Requirements Specification, v1.7

Acceptance Test Plan, v1.0

Software Development Plan, v1.0

System Test Plan, v1.0

Database Design Document, Final-2

Build Document, Final-1

Computer Operator's Manual, Draft-3

Software Design Description of the CCTV, Final-1

Software Design Description of the Dialup Communications Component , Final-1
Software Design Description of the Event Logger Component, Final-1

Software Design Description of the Graphical User Interface Component, Final-1
Software Design Description of the HAR, Final-1

Software Design Description of the Incident Detection, Final-1

Software Design Description of the Incident Management, Final-1

Software Design Description of the Scheduler Component, Final-1

Software Design Description of the Security Service Component, Final-1
Software Design Description of the Serial Communications Component, Final-1
Software Design Description of the Socket Communications Component, Final-1
Software Design Description of the Transportation Sensor Station, Final-1
Software Design Description of the VMS Component, Final-1

Software Design Description of the VOIS Sender Component, Final-1

Software Design Description of the Web Mapper Component, Final-1

Software Design Description of the Work Zone Component, Final-1

System Test Description for CCTV, Draft 5

System Test Description for Condition Monitoring, Draft 5

System Test Description for Equipment Management, Draft 2

System Test Description for HAR, Draft 4

System Test Description for Incident Detection, Dratft 4

System Test Description for Incident Management, Draft 4

System Test Description for Other, Draft 2

System Test Description for ITS Scheduler, Draft 4

System Test Description for VMS, Draft 5

System Test Description for Work Zone, Draft 4
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Southern California Priority Corridor

The Southern California Priority Corridor (SCPC) CM initiative also has a policy regarding configuration
identification. The plan states that Cls are “aggregations of deliverable documents, software products, and
hardware.” The plan also includes selection criteria that state that potential Cls should be evaluated on the
basis of their impact on other projects, number of potential deployments, and impact on system
consistency. Similar to the Maryland CHART II plan, a list of general categories that should be included in
CM s included, although individual items are not named. The following is an excerpt of the CM plan, which
lists the types of items that are to be maintained under configuration control:

» Developed software, firmware, and hardware
» Supporting COTS software, firmware, and hardware

* Project documents such as: Concepts of Operations, User and System Requirements, High
Level and Detailed Designs, etc.

» Development systems such as: development environments, tools, COTS software, build notes
and procedures, and all other information needed to fully develop the configuration item.

» Test systems such as: test environments, test plans, test software, procedures, simulators,
tools, test equipment, COTS software, and notes used to verify the configuration item against
requirements.

»  Production systems such as: documentation, jigs, fixtures, “as built” drawings, bills of
materials, and all other information needed to reproduce the configuration item.

e Supporting documentation such as: users manuals, operational guides, training materials used
to train users on the operation of the configuration item.

» Process artifact data such as: traceability matrix, requirements attributes technical review
notes, etc.

Georgia NaviGAtor

Georgia is unique in the area of Cl determination because its CM program baselines field hardware,
software, cabling, and documentation. The plan divides this group into three main categories: documents,
drawings, and software and then further breaks those categories down to more specific subcategories,
which are roughly at the same level as the Maryland and California systems. According to the CM
manager, everything GDOT has in the way of ITS and IT equipment is being placed under baseline control.
The manager for the NaviGAtor system is in charge of change control for all ITS equipment, and the IT
equipment change control is handled by a separate GDOT agency. The NaviGAtor CM identifies all items
that are currently deployed in field, as well as items that are part of inventory. The only equipment that
interacts with the NaviGAtor system that is not considered a Cl is equipment that is not owned by GDOT,
but by outside agencies such as city and county municipalities.

Configuration Item Information

After determining what equipment falls under change control, it is important to determine the information
needed to fully describe each category of items. When interviewed, some DOT personnel stated that an
agency could never have too much information. Although this philosophy has its advantages, personnel
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and funding limitations certainly dictate a need to prioritize Cl information. Thus, it is necessary for the CM
manager to determine what information is critical for an agency’s daily operation.

Richmond, VA Smart Traffic Center
The configuration manager of the Richmond STC stated that he maintains at least five important pieces of
information on each configuration item:

* All vendor documentation.

 Directions on how to maintain and service equipment.
* Design documents.

e Hardware layout.

* Purchase and installation date.

It should be noted that the Richmond STC does not maintain configuration item information on field
devices—only on software and the related hardware (computers and communications gear).

Georgia NaviGAtor

The Georgia NaviGAtor program maintains information on all items related to its TMS, which includes
hardware in the field and software. For field hardware the CM Manager maintains the following item
information:

* Location.
 Identification number.
»  Description.
* Make and model.
For software, each build requires three documents to be maintained:
» User manual.
«  Description.
»  Commenting.

The NaviGAtor program uses two software tools to manage its information. One is designed to manage the
field devices; the other to manage changes in the software. According to the CM manager, each tool
greatly simplifies the time necessary to store and update the information. The tools are discussed in further
detalil later in the report.

Configuration Identification Scheme

Georgia Navigator
The Georgia NaviGAtor configuration identification scheme is broken down into five major categories,
which are determined by the CM manager. The categories and numbering conventions are:

1. Documentation: NAV01-001 - NAV01-999
2. Hardware drawings: NAV02-001 — NAV02-999
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3. Forms: NAV03-001 — NAV03-999

4. Software; NAV04-001 — NAV04-999

5. Cable drawings: NAV05-0001 — NAV05-9999
Maryland CHART Il System

The Maryland CHART Il System similarly breaks down its configuration identification scheme into five
categories. These categories are:

1. Developed applications.
2. Legacy applications.

3. COTS products.

4. Hardware.

5. Documentation.

Table 3.1 below demonstrates the naming scheme used by the CHART Il System.
Table 3.1 - CHART Il Naming Scheme

Category Identification Scheme Example
Developed applications [program name] [release#][build#].[version] CHART2 R1B1.02
Legacy applications [program name] [release#(if applicable)] EORS2
COTS products: [product name][release# (if applicable)]

»  Operating systems »  Windows NT 4.0

» Tools > ClearCase 3.2

> Applications » TTS

Hardware:

»  Network devices > [agency]-[site]-[type][#] » SHA-HANSOC-SWT1
» Servers » [site][department (optional)][#] » HANSOC1

»  Workstations > [modal letter ID][tag number] » HO025455
Documentation [task #]-[document type]-[#][revision level(if applicable)] M361-DS-001R0

* Maryland CHART Il Project Configuration Management Plan — 10/2000 (p. 3-2)

Southern California Priority Corridor
The Southern California Priority Corridor specifies the following naming scheme for configuration items:

XXXYYZZN.N

where:

XXX is the project unique identifier

YY is the Cl identifier — a document and/or component identifier
ZZ is the hardware/software module identifier

N.N is the version number
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Table 3.2 demonstrates some of the project unique IDs and configuration item unique Ids.

Table 3.2 — Priority Corridor Unique IDs

Project Project ClUnique | CI

Unique ID ID

SHO Showcase (Project CO Concept of Operations
Documents)

K.3 Kernel (CSCI/HWCI) Version UR User Requirements
0.3

K1. Kernel (CSCI/HWCI) Version SR System Requirements
1.0

TIP TravelTIP IS Infrastructure Summary

IMJ IMAJINE ul User Interface

MVA Mission Valley ATMIS IR Interface Requirements

ICD InterCAD WD Working Document (Paper)

MSF Modeshift AP Architecture Paper

LVA LA/Ventura ATIS HL High Level Design

FOA Fontana / Ontario ATMIS SD Software Design

SDT San Diego Region Transit DD Detailed Design
Management System

OCM Orange County Model IC Interface Control Document
Deployment Initiative (TANN)

SDS San Diego Regional Traffic AT Acceptance Test
Signal Integration Project Plan/Procedure Together

* Southern California Priority Corridor CM Plan - 12/5/2000 (p. 5-6)
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CHANGE CONTROL

Change control is the procedure used for managing changes to the configuration of a system by evaluating
a change’s impact, tracing its progress, and ensuring its proper documentation. EIA 649 describes the
principles behind effective change control procedures within the context of a larger CM program.
Recommendations are made to help transportation professionals effectively implement change control
procedures and several agencies’ procedures for change control are discussed in the “Best Transportation
Practices” section.
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EIA STANDARD 649 DEFINITION

“Configuration change management [change control] is a process for managing product

configuration changes and variances.”

Change control is the process that involves (1) identifying the need for a change, (2) analyzing the impact
of a proposed change on system documentation, (3) evaluating and coordinating a proposed change, and
(4) incorporating an approved change into the existing system with its appropriate documentation. Changes
can include virtually any modification to the system, hardware or software, depending on which parts of the
system the CM activities cover. Typically, agencies that utilize CM have a specific group that is
responsible for administering the change control activities including reception of change requests,
evaluation of requests, determination of course of action, and assignment of responsibilities.

The purpose of change control is to ensure availability of an existing system by carefully managing change.
Each change is uniquely identified to minimize redundancy and confusion. Once a change has gone
through the entire change control process, the item that was changed becomes part of the new system
baseline. For example, if a DOT were to see a need to modify a piece of software, the change control
process would be initiated, the relevant body would decide if the change should be accepted, and the new
changed version of the software would emerge as the baseline. In this process, the change request would
receive a unique identifier. After modification the software also would be given a unique identifier.

Personnel that deal with the system on a daily basis initiate the vast majority of change requests.
Personnel may request a change for a number of reasons, which include:

* Tofix a flaw in the system (bug fixing).
» To replace an outdated item with a newer version.
* To improve the functionality of an item.

Although it is somewhat rare, changes also may be indirectly initiated by comments from end users or a
new law that requires a change in the system.

Under change management, modifications to an item are made in a systematic, measurable fashion.
Typically, changes are requested by relevant personnel to the approving body, whether itis a CCB or a CM
administrator. Classifications of the type of request help the approving body rank which changes should be
addressed and when. Proper classification also can improve understanding of a change’s impact, and
therefore which CCB members should attend particular sessions. Once the authority has approved a
change, they specify the parameters in which change is to take place.
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IMPLEMENTATION GUIDANCE

Many important points should be considered when developing change control procedures and
administration. Change control, if performed efficiently, saves time and money for the agency. This
implementation guidance section is divided into three subsections:

1. Change Control Administration and Responsibilities.
2. Change Control Processes.
3. Tool Use for Change Control.
All of these areas of focus are very important to developing change control as part of a CM program.

Change Control Administration and Responsibilities

Change control administration should be one of the first tasks in developing change control. DOTSs should
create and use a configuration control board to make administrative decisions regarding changes to the
system. Many important factors should be considered in the establishment and operation of a CCB. As
with the establishment of the CM administration, it is important that as many relevant departments or
sections of an agency are represented as possible to ensure that all needs are addressed. Broad
representation also helps to ensure that a change proposed by one group will not adversely affect another.

In order for the CCB to operate as smoothly as possible, the tasks of each of the members must clearly be
defined, and a chairperson must run CCB proceedings. In cases of disputes or extended discussions
giving the chairperson the authority to make unilateral final decisions may expedite the change process.
One of the most significant factors that helps a CCB run smoothly is preparing all of the members well in
advance by providing a meeting agenda, which includes all of the proposed changes up for discussion.
Doing so gives members adequate time to determine how the respective changes will affect their interests
and to prepare notes for discussion and debate of the changes. It also minimizes the time needed to
review the changes during the actual meeting.

The most important task of any CCB is reviewing and determining the fate of proposed changes. For this
reason, classifying the changes into different categories based on their effect on the overall system is
beneficial. Some changes may be minor enough that they do not require review by the entire CCB, but
rather a subsection or even an individual member.

3-18



Configuration Management for Transportation Management Systems
L

Configuration Management Processes

Chapter 6 provides in-depth discussion of CM

administration.

Change Control Processes

The specifics of change control processes among DOTSs vary greatly, but the same general concepts apply.
Itis important that groups seeking to implement effective change control use a formal procedure to ensure
consistency and acceptance.

A standardized CM form is used to request a change whether it is intended to add functionality or is needed
due to a flaw, a legal mandate, or regulation. Often, the form must be submitted electronically, using one of
the tools discussed in the following sections. Standard information on these forms usually includes, but is
not limited to:

* Requestor.

* Requestor’s department/section.
» Type of change.

» Reason for change.

e Priority.

» Anticipated effects on system.

Once a change has been requested by correctly filing the proper form, a portion of the CCB or one of the
outside CM experts should review it in preparation for CCB meetings.

Whoever is responsible for compiling and reviewing all of the change requests should author a report to be
reviewed by the CCB prior to the meetings. This provides time for CCB members to look over some of the
requested changes, begin to think about their impacts, and how to implement the changes. During the
meetings, each change request is discussed individually, unless grouped with a similar change request by
the reviewing body. Recently, GDOT has established a change assessment and resolution (CAR) leader to
present the recommended solution to the CCB. This action was taken because in some cases the solution
is too complicated or out of the area of knowledge of the person requesting the change.

The CCB makes decisions about approval or rejection of change requests and assigns the job, as well as
issues a due date. This information should be entered into the change control tool for tracking purposes.
After the change has been initiated or completed, the CCB (or, depending on the organization, the CM
manager or other staff) conducts configuration status accounting and configuration audits to ensure that the
change has been executed and in a way consistent with the request.
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Tool Use for Change Control

The use of tools is crucial to any DOT that is attempting to implement change control. With increasing
system complexity or number of system changes, tracking and managing the change control process may
become difficult if left to paper-based systems. The time personnel save in terms of change status tracking
and baselining justifies the costs associated with acquisition. Change management systems account for all
requested changes, their initiators, the priority of the change request, and the status of the change, and can
be used to introduce new baselines. Management personnel should be provided with a tool that will guide
their change control activities and track the progress of personnel on their projects.

For more information on configuration

management tools, see chapter 8.
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M e
‘M. Implementation Guidance Summary

CCBs should be established to make decisions regarding changes to the
system.

The CCB should have personnel from various departments and areas of
expertise so that proposed changes may be reviewed from many perspectives.

Agencies should use a formal change control procedure to ensure consistency
and acceptance.

After a change report is submitted, a CCB member or designated staff member
should acquire and distribute the necessary information regarding the effects of
the proposed change before the CCB meets.

Tools should be used to help personnel keep track of changes in an efficient
manner.

321



Configuration Management for Transportation Management Systems
e —

Configuration Management Processes

BEST TRANSPORTATION PRACTICES

This section presents a number of examples of change control and the associated procedures. The
discussion is broken down into three major categories: change control administration and responsibilities,
example change control processes, and tool use for change control.

Change Control Administration and Responsibilities

Georgia NaviGAtor

The Georgia NaviGAtor CM plan specifies a CCB, which is made up of DOT personnel and consultants
responsible for change control decisions. The CCB must review and approve or reject all requested
changes to configuration items. The CCB is not tasked with investigations or feasibility analyses. The CM
manager reviews proposed changes. If a resolution is not proposed, the CM manager appoints a change
assessment and resolution leader. The CCB is made up of the following personnel:

e CM manager - chairman.
*  Program manager.

* IT software manager.

* Operations manager.

« Design manager.

e IT hardware manager.

»  Systems integrator.

* Field hardware manager.
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CM ADVISOR

PROGRAM MANAGER

CHAIRPERSON
CM MANAGER

DOCUMENT
SPECIALIST

DESIGN MANAGER

IT SOFTWARE MANAGER

IT HARDWARE
MANAGER

OPERATIONS MANAGER

SYSTEMS INTEGRATOR

FIELD HARDWARE
MANAGER

Figure 3.2 - NaviGAtor CCB Organization

* GDOT NaviGAtor Configuration Management (CM) Manual NAV01-004 — 12/19/01(p. 4-2)
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CCB meetings take place regularly, normally every two weeks. Typically, the numbers of incoming System
Change Request forms (SCR) helps to determine the schedule. Additional meetings may be held in cases
of emergency or large numbers of outstanding SCRs. The CM manager is responsible for determining
meeting times and frequency. The CM manager administers all CCB meetings. Standard meeting
procedure involves the presentation of a recommended solution for each SCR either by the person that
submitted it or by the CAR leader for SCRs requiring assessment. Based on the recommendation of any
one CCB member, a vote is taken. If the vote is unanimous, the recommendation is approved. If not,
further discussion is required until unanimous consent is reached.

Maryland CHART Il System

The Maryland CHART Il System relies on two major administrative bodies to regulate its change control
activities: the CCB and the Level B Problem Review Board (PRB). The difference between Level A and
Level B changes is represented in table 3.3.

Table 3.3 - CHART Il Change Levels

Level Controlled Cls Change Reviewers Approval Authority
A » CHART Il requirements Affected software CHART Il CCB (see Section
» CHART Il design documents Mmanagers 23)
> Acceptance documents > Taskmanager
> Transition plan
»  Operational system components
> Interface control documents
»  Other items as specified by MDSHA project
manager
B > Development baseline items > Affected software CHART Il PRB (see Section
> Otheritems as specified by MDSHA project managers 24)
manager

* Maryland CHART Il Project Configuration Management Plan - 10/2000 (p. 4-1)

The CCB is responsible for establishing and enforcing the procedures regulating the change control
process and its place in the CM plan. The project manager, who is considered the chairperson of the
board, leads the CCB. The other members of the CCB include regional managers, a representative from
the University of Maryland, a representative from the Federal Highway Administration (FHWA), a contractor
task manager, a contractor development manager, and an independent validation and verification
representative.

The Level B PRB meets whenever necessary to address Level B changes, which are tracked and
documented by the Configuration Management Office (CMO). This board is chaired by the task manager
and includes the CHART Il CM office, a quality assurance representative, a system test manager, a
development manager and a database designer. Members of the PRB are expected to attend meetings
based on their relevance to proposed changes.
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Richmond, VA Smart Traffic Center

Richmond utilizes a CCB to review and accept or reject all change requests regarding Richmond software.
Its board consists of three Virginia Department of Transportation (VDOT) employees and one person from
each of the two contractors that helped to develop the system. Because it is a VDOT facility, a VDOT
employee chairs the CCB.

In addition to the CCB, the Richmond STC also has an issue mediation board (IMB). The purpose of this
board is to resolve issues that cannot be solved by the CCB. It consists of project level management
personnel and maintains the authority to determine the status of change requests should the CCB be
unable to do so. This board consists of one person from VDOT (the chairman) and one from each of the
contractors that worked on the system.

Various activities take place before CCB or IMB meetings. Prior to CCB meetings, the representatives of
the contractors gather and process all of the Trouble Report Forms, identifying changes that could be
grouped into larger software package modifications. Then they specify what changes will be implemented
as a result of the larger software package change, estimate time and resources to accomplish changes, list
documents affected by the changes, and submit a report specifying all of this information in time for it to be
reviewed before the meetings.

The CCB is to meet regularly on a schedule determined by the chair. Presently, meetings are held on a
monthly basis, and there is constant communication via email. During the meetings the CCB reviews the
report generated by the contractors and may determine to accept or reject the classifications of the
proposed changes. The CCB acts on system operations/maintenance issues. It does not accept or deny
new large-scale projects because its CM procedures are regional, and new projects are considered on a
statewide basis. The CCB also determines which software release package to issue next. Any issues that
are left unresolved are passed on to the IMB, which uses roughly the same structure.

Southern California Priority Corridor

The Southern California Priority Corridor CCB is comprised of two major subcommittees: the CM
Subcommittee (CMS) and the CM Technical Team (CMTT). One of the stated goals of the CCB is to
ensure that CM issues are addressed during the integration of regional systems. But for other
considerations, CM activities are to be handled by the individual localities.

3-25



Configuration Management for Transportation Management Systems
e —

Configuration Management Processes

SC Priority Corridor
Steering Committee a7

L

Configuration Management
Subcommittee

CM
Facilitator

R CM
Technical Team =~

Corridor-Wide

Regional DacianallDavalanmant Tasmg Configuration
Configuration ﬁ Regional/Development Teams Management
Management L L

Class Class
(performed by 48&5 1-3
the region) Changes Changes

Figure 3.3 - Configuration Control Board Organization

* Southern California Priority Corridor Configuration Management Plan, 12/ 2000 (p. 3-1)

The CMS has several tasks listed in the plan that it is expected to carry out. The most important task is to
keep all member organizations up to date with the most current procedures regarding the CM program and
activities. The CMS configuration is pictured in figure 3.4.
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Figure 3.4 - SCPC CM Subcommittee Organization

* Southern California Priority Corridor Configuration Management Plan, 12/ 2000 (p. 3-3)

The CM facilitator is involved with both the CM Subcommittee and the CM Technical Team and has several
major duties. The facilitator is responsible for preparing both committees for their respective meetings by
ensuring that all relevant materials are provided, maintaining the CM plan and standards, and facilitating
and calling all CM meetings. The facilitator also must report on the status accounting and configuration
audit activities.

The CMS chairperson manages the overall SCPC CM program. The chairperson must ensure the proper
development of corridor-wide configuration items, oversee the development of CM policies, and verify that
CM activities adhere to guidelines set forth by the SCPC Steering Committee. The chairperson also must
ensure that all relevant personnel and committees have the resources and training necessary to carry out
their CM duties.

The SCPC project director identifies issues that need to be addressed by the respective committees,
ensures that these issues are addressed, and provides staff support for CM activities. The project director
also acts as a liaison to make sure that all relevant stakeholders are involved in the CM process.

The CM quality assurance manager reports directly to the SCPC Steering Committee and must monitor
and provide reports regarding all aspects of the CM process. The quality assurance manager is to report
on the quality of these processes at the regular CMS and steering committee meetings. The quality
assurance manager also is responsible for overseeing all configuration audit activities.
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The regional representatives oversee change within their regions, send change requests to the CMS, and
appeal CMS decisions, in an effort to support the corridor-wide CM activities.

Example Change Control Processes

Georgia NaviGAtor

The Georgia NaviGAtor system utilizes change control processes that apply to hardware, software,
documents, and other configuration items. Georgia uses System Change Request forms to initiate such
changes. Change requestors take the following steps during the life cycle of a change request:

1.

8.
9.

A proposed change is analyzed to see whether it will alter the system configuration. If it will not, a
maintenance ticket is issued. If it will, step 2 is taken.

The SCR is electronically filled out in its entirety; one for each requested change.

The SCR is checked to ensure that all of the required fields have been completed, and a log
number is issued. If the SCR is categorized as an emergency, then it is brought to the attention of
the program manager. The appropriate CAR leader then develops a recommended solution for
presentation to an emergency CCB. When the SCR includes a viable solution, it can be placed on
the agenda of the next CCB meeting. When a recommended solution is yet to be identified, the
SCR is passed to an appropriately qualified CAR leader along with a due date set by the CM
manager. The SCR is added to the status report and to the CCB agenda when it is ready for
presentation to the board.

The CAR leader performs tasks such as completing necessary analysis of condition and forms,
providing supporting documentation, and justifying the recommendations to the CCB. When a
software range is required, the CAR leader may request that the SCR be pre-approved to permit
further work to take place as part of a software build task order. The recommended solution
generated by the code writer is vetted by the CAR leader and presented to the CCB as the
recommended solution. Pre-approved software changes may lie on the table for some time before
they are investigated and a solution developed.

The CM manager reviews the SCR to see whether it is a valid and complete request.

The document control section must document and track the release of software, documentation,
and drawings.

Areas that are described in the SCR must verify that baselines have been updated upon the
release of the document control information.

All changed items are reviewed and approved by someone assigned by the CCB.
The SCR will be closed and the CCB and SCR originator will be notified of the status.

* GDOT Navigator CM Manual — 12/19/2001 (4-9 - 4-10)

Detailed information is required to submit an SCR including:

e Originator.

»  Section — the name of the section in which the originator works.
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e Date.

e Subject.

« Type of change.

» Reason for change.

o Affects.

e Priority.

* GDOT Navigator CM Manual - 12/19/2001 (4-4 - 4-7)

There are 24 such fields required to complete the SCR. Typically one change is requested per form.
Figure 3.5 details the SCR process for Georgia NaviGAtor.
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Figure 3.5 — Georgia NaviGAtor SCR Flow

* NaviGAtor CM Manual -12/19/2001 (p. 4-8)
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Southern California Priority Corridor

The Southern California Priority Corridor also uses a detailed system for change control. Their procedures
apply to baselines, specifications, and manuals. Eleven steps are involved in the change control process:

1.
2.

7.
8.
9.

An initiator prepares a change proposal.

The relevant project’s engineering manager is responsible for developing the change request,
which is forwarded to the CM facilitator. A package to help resolve the change is created by the
team leaders. A presentation is made to the CMTT about the requested change and its impact.

The CMTT reviews the presentation and makes decisions about the requested change.

The requestor updates the Engineering Change Proposal (ECP) based on the comments made by
the CMTT during the presentation.

A presentation is made to the CMS, similar to that given to the CMTT. The questions during this
presentation are more administrative in nature, focusing on items such as scheduling and costs.

The requestor may make a presentation to the SCPC Steering Committee, during which questions
similar those of the CMS presentation are asked.

Approvals may be necessary at higher levels, based on the nature of the project.
If approved, the requested change is implemented.
Full verification and regression testing is performed for the change.

10. The baseline is updated and promoted to reflect the change that has taken place to the system.

11. CM status accounting is performed to document the results of the change control process.
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Maryland CHART I System

The Maryland CHART Il change control process involves formal methods to propose, assess, determine
the fate of, and implement changes. The process also is designed to evaluate and track the changes from
initiation to completion. As a change is proposed to the respective board, it is given a priority rating based
on the chart presented in figure 3.6.

Priority Criticality Characteristics
Any one of the following is true:
! Major deficiency, error, orissue | »  Critical system functionality is inhibited
Very that merits immediate attention _ _ _
High until resolved > Testing cannot proceed in the affected functional area(s)

»  Continuation of the situation jeopardizes the project schedule

_ - . Any one of the following is true:
Major deficiency, error, or issue . S _ .
2 that requires immediate > Major system functionality is inhibited, but system is not inoperable

High attention as soonas all Very | 5 Testing can proceed in affected functional area(s) but with restrictions
High items are resolved o o _ _ _
> Continuation of the situation may jeopardize the project schedule

All of the following are true:

»  System functionality is somewhat affected, but an acceptable workaround
has been identified

3 Deficiency, error, or issue that
) requires resolution but not » Testing can proceed in affected functional area(s) with few or no
Medium immediate attention restrictions
»  The situation has little or no impact on operational use
»  Continuation of the situation does not impact the project schedule
All of the following are true:
»  System functionality is not affected
4 Minor deficiency, error, or issue - .
that should be resolved but may > Testing is not impacted
Low be postponed »  The situation (though an irritation or distraction) does not impact

operational use

»  Continuation of the situation does not impact the project schedule

Figure 3.6 - CHART Il Change Priorities

* Maryland CHART Il Project Configuration Management Plan - 10/2000 (p. 4-1)

The CHART Il change control process allows for any project staff member to propose a change to the
system. The project manager reviews all incoming changes to determine if the CCB or the Level B PRB
should address them. The CMO enters all proposed changes into the appropriate software tool in
preparation for this review. Level A changes initially are reviewed by a small external CCB or personnel
relevant to the change, which then make recommendations to the full CCB that will determine the fate of
the proposed change. The change control process is represented in figure 3.7.
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Figure 3.7 - CHART Il Change Control Process

* Maryland CHART Il Project Configuration Management Plan - 10/2000 (p. 4-3)

As part of the change control process, the CMO undertakes several actions based upon the determination
of what will happen with the proposed change by the respective body. Such actions are listed in table 3.4.

Table 3.4 — CHART Il CMO Actions

Approval Determination

CMO Action Taken

Approved

Updates the corresponding record in the applicable tool
Notifies the originator of approval
Forwards the approved package to the individual assigned to implementation

Continues to track implementation progress

Rejected

Updates the corresponding record in the applicable tool

Notifies the originator that the item has been rejected and provides the reason(s) for rejection

Deferred

Updates the corresponding record in the applicable tool

Notifies the originator that the item has been deferred and will be reevaluated on a specified date

May request that the originator provide further information or conduct further testing

* Maryland CHART Il Project Configuration Management Plan - 10/2000 (p. 4 -4)
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Richmond, VA Smart Traffic Center

The software CM plan for the Richmond STC specifies a number of specific change control processes.
Under its procedures once a system user identifies a problem, the user is to fill out a trouble report form,
which is pictured as figure 3.8. Trouble Report Forms also may be used simply to recommend
enhancements. This form requires certain information about the nature of the change request, such as
reasons and subsystems that the change may involve. The trouble report form is forwarded to the
consultants who helped develop the system. The consultants review the form and determine the
seriousness of the possible changes. Eventually, the CCB makes a determination of the status of the
change request and classifies it as an enhancement, a bug, or a change. The Richmond STC plan
includes a detailed flowchart, dictating which steps should be taken at this stage.
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Trouble Report Form
for

Richmond STC

Name Date / /
Short Title
Functional Area (circle one)

CCTV VMS HAR TSS GUI

Incident Work ITS Incident Other

Mgmt Zone Schedule Mgmt

Description of Problem or Requested Change:

Issue Type (Circle one) Software Hardware Documentation
Unknown

Classification (Circle one) Bug Enhancement Change
Unknown

Priority (Circle one) Low Medium
High

Screen Prints Attached Yes No

Figure 3.8 - Richmond Trouble Report Form

* Richmond CM Plan - 12/1/2001 (Appendix A)
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Tools Use for Change Control

Georgia NaviGAtor

Georgia uses a software package tool called a change management system to help manage its change
control procedures. The tool accounts for all requested changes, their priority, and their originator, and
tracks the change request as it goes through the change control process. The CM manager can use this
tool to help assign software change responsibility, track the status of the change, and then reintroduce it as
a new baseline. The primary mission of the change management system is to control and integrate
software changes. Information taken directly from the SCR form is entered into this tool in order to
authorize the release of software.

Richmond, VA Smart Traffic Center

The Richmond STC uses the Client Portal Help Desk, an online issue database, for its change control
applications. This online interface collects all of the change requests that are to be processed in the
coming period. The change requests are entered and tracked using a feature called the Change Desk. The
status of changes that have been approved is visible to the users, and the tool also can assign new
changes to personnel. Because itis a Web-based tool, any project member may access it to determine the
status of changes and change requests.
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CONFIGURATION STATUS ACCOUNTING

Configuration status accounting is the element of the CM process that involves recording all relevant
information about configuration items and the CM program as the system undergoes changes. One of the
primary objectives of CSA is to update an item’s documentation to reflect the most recent changes and the
current configuration of that item. CSA is closely linked with change control and helps to ensure that each
change has been properly documented. The primary output of the CSA process is current, accurate
information, which will facilitate future changes to a particular item or to the system. In this section, a
description of configuration status accounting based on EIA 649 is presented, implementation guidance is
provided, and examples of best transportation practices are described.
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EIA STANDARD 649 DEFINITION

“Configuration Status Accounting (CSA) correlates, stores, maintains and provides readily
available views of the organized collection of information. CSA provides access to
accurate, timely information about an {item} and its documentation throughout the {item’s}
life cycle.”

CSA is a method for organizing the information about an item and the changes it goes through and helps
ensure that the documentation and other materials regarding an item have been updated. According to EIA
649, CSA deals with the storage and maintenance of:

» Information about the configuration documentation.

» Information about the item’s documentation.

» Information about the item’s operational and maintenance documentation.
 Information about the CM process.

Some of the primary objectives of CSA include allowing access to information about change control
decisions, supporting system inquiries such as design problems, and providing total information about a
configuration items. CSA allows the TMS to backtrack information to discover the source of problems or
issues that may arise operationally.

Throughout an item’s life cycle, all pertinent information about it should be recorded and catalogued using a
system that supports data organization and allows easy retrieval of data. Specific information to be
recorded is chosen typically by personnel responsible for CM management. EIA 649 cites six phases of an
item’s life cycle that serve as subdivisions for information gathering on that item. The information from all
prior phases should be used in the current phase. The six phases are:

1. The Conception Phase - Information about item functional requirements is recorded using the
CSA procedures.

2. The Definition Phase — As the item is developed, information such as design documentation and
engineering drawings is catalogued. Essentially, any document used to design, develop, test,
build, or verify an item is recorded. If the design is changed significantly during development,
documentation recorded during CSA will account for these changes. This phase typically requires
the largest amount of information.
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3. The Build Phase — CSA information that is recorded during this phase includes differences
between the implemented item and the design. Also, the serial numbers of components and dates
associated with various milestones of the build are recorded.

4. The Distribution Phase — Information during this phase involves the installation configuration and
dates associated with installations and warranties.

5. The Operation Phase - During operations changes that are made to an item because of upgrades
or maintenance are recorded and catalogued. All of the information dealing with change control of
an item is maintained in this manner.

6. The Disposal Phase — During this phase any information about the disposal of an item, such as
salvage options or disposal contracts, is recorded.

CSA usually involves the recording of information in a database, sometimes referred to as the CSA
information management system. The information should be gathered from multiple sources—from
engineers to management.
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IMPLEMENTATION GUIDANCE

CSA is extremely important to a CM program because it helps verify that that the procedures specified for
configuration identification and change control are implemented as intended and performed effectively.
Decision makers must have the most accurate information possible on the state of the TMS. For this
reason it is important to have:

1. Effective CSA activities.
2. Detailed CSA reports.

The CSA activities and the reports they generate go hand in hand, but are discussed separately.

CSA Activities

CSA activities are very similar across DOTs. The primary objective of most CSA activities is to record and
track changes to configuration items. As an item is introduced into a system, it should become part of the
CSA process. Any proposed, ongoing, or completed change to that item should be recorded with detailed
information in such a way that the information is easily retrievable. Using as much detail as possible, the
CSA activities should highlight any differences between the proposed change and the implemented change
so that decision makers can understand the deviation.

The use of software tools for execution of CSA activities is recommended. Tools allow personnel involved
with the system to enter data about items or changes to items into a central database that is viewable by all
with access. Having an on-line tool or a database application allows management to review changes on a
system-wide level without reading through pages of documents.
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For more information on configuration

management tools, see chapter 8.

CSA Reports

CSA reports are the results of CSA activities and are the final product that management often uses to
assess their systems. Various DOTSs use different levels of detail and require different types of information
for their reports. The format of CSA reports often is affected by the systems used for configuration
identification or change control. While information may vary from report to report, some information about
configuration items is essential to effective CSA, including:

* |dentification information.
»  Change history.
e Current status.

* Proposed changes.

These basic pieces of data help to facilitate the CSA process. But decision makers also typically add fields
for additional information that would find useful.
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- . « Implementation Guidance Summary

All changes should be recorded with detailed information, which can be used to
determine whether the change was implemented according to design.

A robust software tool should be used in carrying out all CSA activities.

CSA should highlight any differences between a proposed change and the change
as implemented.

CSA reports should be used to assess the current status of a system.
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BEST TRANSPORTATION PRACTICES

This section presents a number of examples of configuration status accounting processes and the
documentation they require. DOTS utilize various levels of CSA based on their needs.

CSA Activities

Southern California Priority Corridor

The Southern California Priority Corridor plan specifies a robust system for configuration status accounting.
The plan keeps standardized records of the most current versions of documents, configuration items and
their related parts, and current configuration item identification numbers. When an item is first placed under
CM, the process is initiated and information is updated throughout the life cycle of the item. The stated
goal of the CSA system is to:

Monitor and track documentation.
Report administrative activities.
Track action items.

Record audit results.

a &~ w -

Maintain listings of items.
6. Track verification results.

These activities are intended to help decision makers understand the status of their systems to help them
make informed decisions.

Richmond, VA Smart Traffic Center

The Richmond Smart Traffic Center CM plan specifies that the CSA activities be carried out using a Web-
based database tool to record change documentation. Management personnel can query the list of
requested changes to see how many are outstanding, the priority of the change, and the anticipated
schedule. As changes are carried out, the contractors that work with VDOT are expected to update the
Web-based tool to reflect the new status. As a change is completed, its status will change from “approved”
to “completed”, after which the change information will be available to VDOT management.

Maryland CHART Il System
The Maryland CHART Il System uses a CM plan that calls for specific procedures for CSA. The stated
goals of their CSA activities are to record and monitor changes to configuration items. Each proposed
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change is identified and tracked, and its status is reported throughout the life cycle. One important purpose
of its CSA system is to analyze the impact of changes on project activities or on the overall system. Using
the reports generated by CSA, decision makers can evaluate the quality of system testing, system
documentation, and personnel training.

CSA Reports

Southern California Priority Corridor

The Southern California Priority Corridor plan specifies a number of reports that are associated with CSA
activities. The Specification Change Notice (SCN) tracks revisions to an item’s specifications and records
basic information that is used to track an item from the current release to the SCN. Detailed information
also is recorded of drawings of system components. Some data that is included for this documentation
includes drawing number, drawing title, and revision number. Similar reports are kept about the following:

» Software version level and history.

* Cl component listing.

» Change documentation tracking.

»  System problem/change report status accounting.
* Cl deliveries.

* Review of action items.

For each of these divisions of CSA, similar information is recorded and maintained to provide decision
makers with the information necessary to resolve issues.

Georgia NaviGAtor
The Georgia NaviGAtor plan specifies a system for CSA that is focused on CM activities. The three major
reports that are to be generated by the CM manager and provided to the CCB are:

1. SCR status reports
2. SCR analysis reports
3. Audit reports

The SCR status reports provide a log of all SCR activities, reflecting such information as priority, subject,
status, and dates. The SCR status reports should be updated and made available to all CCB members on a
regular basis. The SCR analysis reports provide information on all of the SCRs over a reporting period and
is typically issued very three months. This report should include information such as numbers of SCRs and
number of open/closed SCRs. Audit reports are generated by the CM manager within five days of an audit,
providing such information as areas audited, criteria, and results. (NaviGAtor p. 3-13)

Maryland CHART Il System
Table 3.5 lists the reports generated and entered into the CM software tool for the Maryland CHART I
System.
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Table 3.5 - CHART Il CSA Reports

Report Title

Content Description

Cl List

List of all CHART Il Cls with version identifiers and cross-references to
associated change records

Baseline Documentation

List of currently approved versions of controlled CHART Il project
documentation by number and title, with cross-references to associated
change records

CM Audits

List of held and planned FCAs and PCAs by date, with status and cross-
references to associated Cls, change records, and baseline
documentation

Change Records

List of all CHART Il change records by number, date, and title, with status
and cross-references to DOORS change records, affected Cls, and
baseline documentation

D/Ws (Deviations/Waivers)

List of all CHART 1l D/Ws by number, date, and title, with status and
cross-references to associated Cls and baseline documentation

Software Lines of Code Counts

Tool-generated lines of code for all baseline units divided into data set
instructions (DSI), comments, and blanks

System Problem Report Summaries

Table of all pending and/or closed CHART Il system problems, at levels A
and B, and their status, posted to the CHART Il web site

* Maryland CHART I Project Configuration Management Plan - 10/2000 (p. 5-1)
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CONFIGURATION AUDITS

The term “audit” traditionally is thought of in the context of financial statements. Configuration auditing is
based on the same fundamental concept. It is a process that confirms that the documentation for each Cl is
consistent with the item and ensures adherence to the procedures specified in the CM plan and program.
EIA 649 lists in detail the goals of configuration audits and the resources that should be used.
Recommendations are made to effectively employ configuration audit procedures, and best transportation
practices are listed as examples of these recommendations.
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EIA STANDARD 649 DEFINITION

“Configuration audits establish that the performance and functional requirements defined in
the configuration documentation have been achieved by the design and that the design has

been accurately documented in the configuration documentation.”

Configuration audits are used to confirm that designs or documentation achieve its goals by systematically
comparing the requirements with results of tests, analyses, or inspections. They are thorough
examinations of Cls, comparing the associated documentation and change records that provide a history of
the item to ensure that the documentation reflects the current state of the Cls. One of the primary
objectives of conducting configuration audits is to verify that the documentation for items is consistent with
the items themselves. Audits are carried out in order to assure that the change control procedures that are
in place are effective and are being used and that the documentation reflects actual changes. Audits
typically are carried out by the organization or by an independent contractor.

EIA 649 states that a body relevant to specific systems should determine procedures for auditing and
verification of those systems. For example, when conducting an audit on a database system, the auditor or
auditing body should be involved with the database system or have significant knowledge of it. Measures
of effectiveness of configuration audit standards likewise are determined. They must be consistent within a
CM program. For this reason audit plans must be developed prior to audit and agreed upon by the relevant
bodies. According to the standard, the following information should be recorded during audits:

1. Any questions the auditor has about an item or CM procedures.
2. Discrepancies or anomalies between documentation and actual configuration.
3. Recommended courses of action.

EIA 649 also lists a number of resources that are useful or necessary for conducting configuration audits,
including:

* Audit plan — The audit plan should be established before the audit begins with an agenda,
personnel, procedures, and a listing of what specific configuration items are intended for audit.
Such a plan also verifies whether personnel are following appropriate procedures. If procedures
that personnel are required to follow are part of the audit, they should be identified.
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» Audit personnel — Audit personnel should be specified based on expertise in the area intended for
audit.

* Relevant documentation — The relevant documentation for audits should include design
documents, identification information, and change history.

» Tools such as software applications or matrices that track items — Tools should be used to help
verify that the design is consistent with the existing documentation.

» Access to configuration items.

The end results of the configuration audit process should verify that the identification, change control, and
status accounting procedures have been used as intended. If not, the audits help determine areas where
the procedures or CM program need reinforcement for compliance, modification, or improvement. The
audit process helps provide a thorough review of all of the configuration items and ensures that the most
up-to-date documentation of the Cl status is available. This procedure also identifies some of the items
that will need to be fixed or modified to reflect design requirements.

3-48



Configuration Management for Transportation Management Systems
L

Configuration Management Processes

IMPLEMENTATION GUIDANCE

The goals of configuration audit procedures are clear: to ensure that documentation is consistent with the
system configuration, to examine current baselines, and to ensure that the changes made to a system were
properly requested, approved, and carried out. An effective configuration audit procedure should verify that
the other components of CM (configuration identification, change control, and configuration status
accounting) are working properly or identify problems in any of these procedures.

Configuration Audit Activities

Effective configuration audit activities should take place on a regular basis with the possibility of additional
audits added as necessary. The CCB should determine which parties are responsible for auditing which
parts of the system, as well as the frequency of audits. Usually, agencies have the CM manager or an
outside consultant that helped develop the system conduct configuration audits. Having either or both of
these personnel audit the system is beneficial because both have an intimate knowledge of the CM plan
and know the requirements of the system. The purpose of such audits should be to verify that configuration
documentation is consistent with item configuration and that changes to items were requested, approved,
and baselined in a manner consistent with the CM plan. Audits also should be conducted to ensure that
various departments or offices within an agency are adhering to the procedures defined in the CM manual.

Based on the findings of the audits, the auditor(s) should be responsible for filling out all relevant forms or
reports or updating any other audit documentation. Usually, these forms are an audit report and any
change request forms that are needed to conform to system requirements as detailed in the CM plan. This
information should be presented to the CCB for review and determination of further action. For any
changes deemed necessary during the audit, the auditor should fill out documents to initiate the change
and deliver it to the CCB for action.

Configuration Audit Resources

A limited number of resources are required to execute effective configuration audits. The CM plan should
define specific roles and responsibilities for personnel involved with the auditing process. Ideally, a
procedure for conducting the audits also is defined, perhaps as a separate document. Audit checklists can
greatly facilitate the process and help ensure that audits are conducted consistently each time. The audit
findings often necessitate changes, which require either the standard change forms or forms specifically
tailored to changes consequent to configuration audits.
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‘“ — Implementation Guidance Summary

The appropriate personnel as chosen by the CCB should conduct configuration
audits on a regular basis in order to ensure that the adopted CM policies are being
used.

The auditor is responsible for documenting the findings and initiating the necessary
changes.

Audits should be conducted in a standardized environment, which describes the
auditor’s responsibilities and supporting paperwork.
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BEST TRANSPORTATION PRACTICES

This section presents a number of examples of configuration audit procedures used in transportation CM
programs. The discussion is broken down into two major categories: configuration audit activities and
configuration audit resources.

Configuration Audit Activities

Georgia NaviGAtor

The Georgia NaviGAtor plan calls for two major types of audits within the CM Program: GDOT section
audits and CM manual audits. The CM manager and the CM advisor regularly audit sections (departments
or subdepartments) within the GDOT organizational structure to ensure that groups within the department
are adhering to the CM program and plan. These audits are conducted at least on a quarterly basis for
each section. The section manager receives notice well in advance of the audit as well as an agenda from
the CM manager. Activities involved with the GDOT section audits include:

» Ensuring that all documentation, software, etc. has been updated per approved SCRs.
* Reviewing current existing baselines.

» Comparing internal processes to standard operating procedures.

» Establishing new procedures for CM manual and standard operating procedures.

» Creating SCRs for any changes to CM manual.

The NaviGAtor CM plan also calls for audits of the CM manual. The CCB regularly examines the content to
ensure that it is applicable to the current situation and system configuration. Based on any discrepancies
identified by the audits, the CCB recommends new procedures or changes to existing procedures to the
CM manager, who subsequently creates SCRs for any changes to the CM manual.

Southern California Priority Corridor

The Southern California Priority Corridor CM Plan calls for both informal and formal audits of the system.
Typically, the CM quality manager is responsible for ensuring that the audits take place and for determining
what members of the CM team are to conduct them. The overall project office is responsible for audits of
corridor-wide CM items.

Under the informal audits, the baselines and the CM library are regularly examined to ensure that
documentation and item status coincide. These audits are conducted both internally and by sources
external to that particular part of the system. Another primary goal of the informal audits is to verify that
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contractors and vendors are adhering to the CM program. Informal audits are agreed to in advance, and
the relevant parties know the agenda prior to the audit. Informal audit results are reported directly to the
CMS chairperson. Occasionally, audits may be conducted of contractors working on the project. In such
instances results are documented and provided to the CMS and the contractor management staff.

SCPC formal audits are more structured and defined. The quality manager conducts both functional and
physical configuration audits of the system. The goals of these activities are to confirm that the
documentation for Cls is consistent with their current configuration and to establish new baselines for items
if needed. These audits are required to approve new baselines or prior to the installation of new hardware.

The CM quality manager determines a schedule to review and audit CM activities for quality assurance
purposes. The following reports descri